
    We developed the Automated
Vulnerability Detection Program to
improve efficiency and expedite the
identification of security weakness. 
      This program streamlines system
and network scanning by auto-
mating the detection of potential
vulnerabilities, eliminating the need
for manual inspection. By enhancing
accuracy and speed, this tool
enables organizations to proactively
mitigate cybersecurity risks and
strengthen their security posture.
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       This independent study presents an Automated Vulnerability Detection
Program, which was developed to assist in the automated assessment and
detection of security vulnerabilities in networks and websites. The program
integrates three primary security tools: Nmap, Nikto, and OWASP ZAP. 

Nmap scans open ports and services in a network
Nikto identifies known vulnerabilities in web servers
OWASP ZAP assesses web application security. 

          Examples of vulnerabilities that can be detected include Opened ports, OS
detection, SQL Injection, and Authentication Bypass. The program is easy to use,
requiring only the input of the desired vulnerability category, helping non-expert
users better understand and mitigate cybersecurity risks. 
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INTRODUCTION DESIGN
Example of an interface screen
that allows the user to enter the
vulnerability they want to check

Example of vulnerability detection results

Summarizing potentially hazardous
URLs
Assigning a risk level
Assigning a CWE standard

RESULT

     Overall, the program functions as
expected within the predefined
environment. However, some features
are not fully operational, and certain
functions have been partially removed
by the developer.

Experimental results show a significant time
difference between two test scenarios

Scenario one assessing Vulnerabilities
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Use more resource
Detect more vulnerabilities

Scenario one assessing Vulnerabilities
7-g Tests 6-9

Use less time
Use less resource
Detect less vulnerabilities
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CONCLUSION

    The program functions as expected within the
predefined environment, but some features remain
incomplete or have been partially removed. Future
improvements should enhance efficiency, add
features, and optimize performance by refining or
replacing certain tools.
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