This independent study presents an Automated Vulnerability Detection
Program, which was developed to assist in the automated assessment and
detection of security vulnerabilities in networks and websites. The program
iIntegrates three primary security tools: Nmap, Nikto, and OWASP ZAP.

Examples of vulnerabilities that can be detected include Opened ports, O
detection, SQL Injection, and Authentication Bypass. The program 1s easy to use,
requiring only the input of the desired vulnerability category, helping non-expert
users better understand and mitigate cybersecurity risks.

e Nmap scans open ports and services in a hetwork F
e Nikto identifies known vulnerabilities in web servers " '
e OWASP ZAP assesses web application security. ;- .illit
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INTRODUCTION DESIGN

Enter the target URL or IP: www.example.com
@. Port 5can

1. 0S Detection
2. Remote File Retrieval - Server Wide
3. Command Execution / Remote Shell
4. Authentication Bypass
5. Software Identification
6. Remote Source Inclusion
7. Information Gathering
8. Injection

9. Miscellaneous
a. Server Security

b. Broken Access Control

c. Vulnerable Components

d. Unvalidated Components

e. Improper Input Validation

f. Cryptographic Issues

g. Other

Choose Group of vulnerability:lj

- **¥Alert:** Cross-Domain Misconfiguration
- **Risk Level:** Medium
- **CWE ID:** 264
- https://juice-shop.herokuapp.com/
- https://juice-shop.herokuapp.com/MaterialIcons-Regular.woff2
- https://juice-shop.herokuapp.com/api/Challenges/?name=Score%20Board

- **Alert:** Content Security Policy (CSP) Header Not Set
- **Risk Level:** Medium
- **CWE ID:** 693
- https://juice-shop.herokuapp.com/
- https://juice-shop.herokuapp.com/ftp
- https://juice-shop.herokuapp.com/sitemap.xml

- **¥Alert:** Cross-Domain JavaScript Source File Inclusion
- **Risk Level:** Low
- **CWE ID:** 829
- https://juice-shop.herokuapp.com/
- https://juice-shop.herokuapp.com/sitemap.xml
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RESULT

Overall, the program functions as
expected within the predefined _
environment. However, some features
are not fully operational, and certain
functions have been partially removed
by the developer.

Comparison of Test Results (1-5 vs 6-9)

Test Results 1-5(0,1,2,3,4,5,6,7,8,9,a,b,c.de.fq) Test Results 69 (7,8,9,a,b,c.defq)

El Time Used (Minutes)

Experimental results show a significant time
difference between two test scenarios

Scenario one assessing Vulnerabilities
O-g Tests 1-5

e Use more time

e Use more resource

e Detect more vulnerabilities

Scenario one assessing Vulnerabilities
/-g Tests 6-9

e Use less time

e Use |less resource

e Detect less vulnerabilities
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